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Emsisoft Cloud Console

YaaneHHoe ynpas/ieHne 3amuTon KOHEUHbIX TOYEK A
Manoro 1 cpeaHero 6rsHeca 1 NOCTaBLLMKOB YCayr
WT-ayTcopcuHra.

MONCK U YOANEHWUE BPEAOHOCHOIO MO

Emsisoft Cloud Console 2020.2

YpaneHHoe ynpasieHune

MpoaBMHYTble NapaMeTpPbl 3aLUUTbI

Be6-npunoxeHuie u MobUabHOE NPUIOXKEHUe

TexHuueckne npmmMmedyaHumsa

YaaneHHo ynpaBnaTe aHTMBMPYCOM Emsisoft uepe3
LieHTPaNn30BaHHyto Be6-naHeb.

3aL|J,|/1Ta KOHEeUHbIX ToUek

MpocmatpuBaiite 1 yaaneHHo ynpaaaite obbekTaMu Ha
KapaHTVHe Ha KOHEUYHbIX TOYKaX.

YnpaBieHue KapaHTUHOM

3anyckaiiTe ckaHMpOBaHWe Ha Hanume BPeAOHOCHBIX MPOrPamMM
B Ntoboe Bpema.

YpaneHHoe CKaHupoBaHue

3anyckaiite 06HOBNEHMe CUTHATYPHbIX 633 Ha KOHEeUHbIX TOUKax B
nroboe Bpems.

YaaneHHoe o6HOBAEHME

SKOHOMbTE MHTEPHET-TPadUK, KILUMPYS OOHOBAEHUSA C MOMOLLLIO
byHKUMM Tpaduk-pene. Pene MoxeT ObiTb Nt060€ YCTPOCTBO.

KawupoBaHve o6HOBAEHMI

Mcnonbayiite «OTNOXKeHHbIe OBHOBNEHWA», eCN BaLlel
OpraH13aLyn Hy>kHO NPOTECTUPOBaTh HOBble 06HOBEHNA 10
nepes vix pa3BepTbiBaHNEM Ha KOHEUHbIX TOUKaX.

OT/10)KeHHble 06HOB/IEHMS

CoxpaHwTe NpeAnoYTHTe IbHbIE MapaMeTpbl 3aluTbl B LIabAoOHaX,
LIa6NOHbI MOXHO NMPUMEHATL K HECKONIbKUM rpymnnam uam
pabounm obnactam.

LLlabsoHbI NapameTpoB
3aWmThbl

MonyuaiiTe yBeOMNEHWUSA B pealbHOM BPEMEHU O HeyAauHbIX
MonbITKax BXoAa B CUCTeMy yepes cayxby RPD.

3awuTa ot 6pyTPopc atak

NMAPAMETPbI 3ALLNTDI

CaenaHo ans opraHm3aumin ¢ 3-500 KOHeYHbIMK
ToYkamu. [loCTynHoO Ha Bcex naaHax
NNUEH3MPOBaHMA.

MoaaepxmBatoTCa BCE TUMbI CKAHMPOBaHMS.

Man ncnonb3yiite aBToMaTuueckve 06HOBAEHNS (MO
YMOJTHaHWIO).

Mcnonbsyiite cxatble AnddepeHLmansHble
0b6HOBNEHNA ANA MUHVMMM3ALMM TpadyrKa 3arpy3Ku.

Mcnonbayiite «CTaHaapTHble OOHOBAEHUSsA» Ha
TECTOBbIX KOHEYHbIX TOUKaX, YTOBbl MPOBEPUTHL
0BHOBAEHMSA Ha COBMECTUMOCTb B TedeHune 30 gHei.

Moaenntech cBOVMM WabsoHaMy C APYriMn
nosb3oBaTensmu B paboyelt obnactu.

Bo3moxHO yaaneHHoe otkatoueHne cyx6bl RDP Ha
aTakoBaHHOM YCTpOicTBe.

TexHnueckne npumMmeyaHuma

OpraHu3yiiTe Bce MapameTpbl 3alLMTbl KOHEYHBIX TOYEK B
nepapxumueckux rpynnax. OT ypoBHsA KOMMaHWW A0 YPOBHSA OAHOTO
YCTPOWCTBaA.

MapameTpbl ycTpoiicTBa
YnpasasiiTe npaBamu Nosb3oBaTeseit B iepapxmueckvx rpymnax.

n paBa noJib3oBaTens

Bce HacTpoliku, KOTopble OTANYALOTCA OT CleAytoLeit bonee
BbICOKOV rpynribl, GYAyT BblAENEHbI.

lpynnosas nepapxus

Jltobble 3MEHeHUs, CAeNaHHbIE OKabHO MK 13 Beb-koHcou,
CYHXPOHU3MPYIOTCA 6e3 3a4ePXKKN.

C/HXpOHM3aLMA B peasibHOM
BPEMEHM

Monb3oBatenbckune HaCTpOVIKVl Paspelunte CBOMM KAMEHTaM M3MEHATb OTAE/IbHbIE NapaMeTpbl

3alnTbl NOKaIbHO, €C/i 3TO HEO6XOAVIMO4

Beb-koHCcoNb 0T06pa>i<aeT TO Xe CamMOoe, YTO BUAWT JOKasbHbIN
NoNb30BaTe/ib Ha 3KpaHe KOHEUHOM TOUKM.

MonHbIN JOCTYN KO BCEM
HacTpoiikam

HArPAObI U CEPTUDUKALIUN

Co3paiite cOBCTBEHHbIE rPYMMbl Ha OCHOBE
CTPYKTYpbI BaLlei opraHv3aLmm nam Ncnosb3yinTe
rPynMbl MO YMOAYaHMHO.

Tpynbl MO YMOAYAHWIO AN1s HOBBIX MOb30BaTe el
C NpaBaMu aZMUHUCTPaTOpa 1 H6e3 npas
aAMUHUCTPaTOpa.

MepemeLLalite rpynmnbl, KOMMbHOTEPbI UK
nosab3osatenei BHyTpu rpynn. CopacsiBarite
WHANBUAYabHblE HACTPOVKK B toB0e Bpems.

Bce nonb3oBatenbckme M3MeHeHUs HacTpoek byayT
Bble/eHbl B Be6-KOHCOMM 1 MOryT ObiTh COpOLLEHbI
B toboe Bpems.

B T.u. cooTBeTCTBYEeT ZN3aliH.

OPSWAT.

Pl «Kak KOHCO/IbHOE, Tak v KANEHTCKOE

AV

nporpaMmHeie 0becrnedeHns Ncnob3yoT
OYeHb YNCTbIM, COBPEMEHHbIV AN3aliH,

Malware
Protection

comparatives SEP 2018

ANTI-MALWARE

B KOTOPOM Ham 6bl10 OYEHb JIETKO
OPUEHTUPOBATLCA... YCTaHOBUTL Be6-KOHCOIb 1 pa3BepHyTb
K/IMEHTCKOE MporpaMmMHoOe 06ecriedeHne 0YeHb pocTo».
AV-Comparatives, Business Security Test, 2018
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E M s I S 0 FT TEXHNYECKAA JOKYMEHTALWA

PACLUMPEHHAA OTYETHOCTb

Emsisoft Cloud Console 2020.2

TexHnueckue npmmMmeyvyaHumsa

MaHenb pabouei 06a1acTn NPeAOCTaBAAET P MOE3HbIX OTYETOB
C AviarpaMmamu v NoApobHbIMM TabanLaMu.

PacwumnpeHrHas naHenb

Monyyarte onoseleHna 06 obHapyxeHHOM BpeaoHocHOM 10 B
pexumMe peanbHOro BPeMeHU, eXeSHEBHO WanN eXeHeaeNbHO.

OnoBelleHns 06 nHdekLUn

MonyuaiiTe onoseLyeHNs 06 onpeaeneHHbIX COBbITUAX U3MEHEHWS
cTaTyca B peXvMe peasbHOro BpeMeHu, eXeAHEBHO 1K
eXeHe/e/bHO.

OnoBeLyeHns 0 AeNCTBUAX

OnoBeLLeHMA O 3apakeHMAX UaK COBBITUAX MOTYT ObITb
anbTepHaTMBHO AOCTaBfeHbl Yyepe3 webhook.

OnoBeleHnsa B peasbHOM
BpemeHu yepe3 webhook

3abnoknpoBaHHble Beb-3aLLumTon BpeAOHOCHbIE
XOCTbI, 3a610KkMpoBaHHble PaiinoBon 3aLLmTol
BUpycobl v MHI, cobbitna AHanv3a noseseHuA.

3aBepLLIeHMe CKaHMpOBaHuA, 3aBeplueHmne
YCTaHOBKWM NN USMEHEHUA TNLEH3MOHHOTO KAto4a.

3apaiite URL-agpec HTTP, koTOpbIli BbI3bIBaETCS
KaxAbliA pa3, KOrZa MpOUCXOAWT TO UK MHOe
cobbITrE.

YHUKAJIbHbIE NPUEMYLLLECTBA

310 6ecnnaTtHo!

Emsisoft Cloud Console npesgocTasnsetcs 6ecnnatHo.
Hu1kakux CKpbITbIX TPAT, Bbl MAaTUTE TO/IbKO 3a 3aLUTy
KOHEUHbIX TOYeK.

JlokanbHas
nroboro ycr,

Beb-poctyn
[Joctyn k Be6-KOHCOMM MOXHO MONYUnTs uepes
6pay3ep C Nt06Oro YCTPOICTBa UK Hepes NPUNOXeHVe

[/
|8

MuHuManbHble TpeboBaHuUs

ycTaHoBKa He TpebyeTtca. [JocTynHo ¢
POVICTBa, NOAJAEPKNBAOLLETO NHTEPHET-

COeANHEHME.

OnTUMMU3NpoBaHoO Ans
3¢ PpeKTUBHOCTH

Ha Balem cmapTdoHe.

KoHduaeHumanbHoOCTb

BbicTpble v NpocTble paboyne NPoLecchl, MHOXeCTBO
BO3MOXHOCTEN ANA aBTOMaTn3auuny, yBeAOMNEHWA B
pexu1Me peasbHOro BpeMeHU Mo 3N1eKTPOHHOM noyTe nam
yepe3 webhook.

Tonbko Bbl MMeeTe A0CTYN K TOMY, YTO NPOUNCXOAUT Ha
KOHEYHbIX TOYKaX. HOAAGp)KVIBaeTCH ABqu}aKTOpHaH

A P =

ayTeHTUUKaLWA.
wEMSISOFT = @ oo -
MY OWN # Contoso Ltd
@ Devices
£ Licenses Managed devices Q search... l Add device
Device name Status Last update Last scan Last alert Protection Policy Last user User Policy
CLOUD CONSOLE
LAPTOP17 16minsago  12daysago 109daysago Management weas  EMSI Default for admins =
HH Workspaces
KOHANGA [EETY 48 minsago 258 daysago Never Marketing 9 edns EM Default for admins =
I [ conTOsoLTD. R~ .
© Brotection Bolicies GRINDELWALD 4 hrs ago 17 daysago  Never Marketing 3 edies DANA Default for admins =
& Permission Policies SORIN 2 days ago 17daysago 17 daysago Marketing  sedits DELL Default for admins =
@ Settings DANA-EMS 13 hrs ago 13hrsago  13daysago Beta e DANA Default for admins =
= ASUS-ROG 2

(J Protection Settings Unresolved issues

Soa
Q Scan ) Device "SORIN" hasn't updated for 2 days. Fix now
Quarantine 2 Thursday, July 19, 2019
_ Scannen 6
= Logs Devices Protection alerts
CJ DanA-EMS: 4
. 0 somin: 2

W Protected: 2
W Not managed: 1
B Unused seat: 2

July 13 July 22

License

? Help & Docs

Surf Protection

File Guard

July 29 August 3

Behavior Blocker  Scanner

www.emsisoft.com

EMSISOFT



